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Intfroduction

The advent of cloud technologies and distributed applications has forced IT operations teams to reconsider their
management tools. Traditional monitoring systems primarily focused on metrics, predefined thresholds, and
manually sifting through logs to track system and application health. The need to solve this complex, reactive
problem-solving approach and lack of visibility resulted in the foundation of observability. Observability includes
a wide range of telemetry data, which are then correlated and contextualized for deep insights into system and
application performance. An effective observability practice is a holistic approach between its people, processes,
and tools that fosters collaboration and breaks down silos so issues can be proactively detected, diagnosed, and
remediated.

This report examines the current state of the observability landscape. Will observability investments and strategies
change for 2025? Do mature observability practices and investments pay off in business and technology outcomes?
How are IT leaders managing costs as observability gains in importance? How are companies embracing innova-
tive technologies like artificial intelligence (AI), machine learning (ML), and OpenTelemetry (OTel) to meet their
observability goals?

The following report, sponsored by Elastic, is based on an online survey of more than 500 IT leaders with decision
making responsibility for observability solutions at a company with more than 500 employees. Certain questions
were repeated from earlier surveys of IT decision makers and observability practitioners.
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Key findings

Observability investments continue a growth trajectory
* 93% of executives agree observability will continue to be a significant area of investment for the foreseeable
future
* 95% have been able to demonstrate measurable improvement across specific performance metrics
* 97% report barriers to optimal value from observability investments
e Lack of budget, licensing costs, and difficulty measuring ROI top the list of barriers to observability value

The benefits of observability increase with maturity
« Organizations with more mature observability practices report better operational and business outcomes,
including:
- 71% of “experts” report reduced MTTR for incidents compared to 40% of “early-stage”

- 91% of “experts” say they deploy applications and infrastructure more quickly compared to only 34% of
“early-stage”

- 82% of “experts” say they have reduced operational costs compared to only 56% of “early-stage”

Observability leaders own responsibility for costs

* 86% feel personally responsible for the business outcomes of observability investments
» 60% make specific efforts to establish a culture of cost efficiency
* 97% personally take active steps to manage costs for their team

Observability outcomes will benefit from AI/ML innovations

* 94% agree Al has tremendous potential for observability, but work needs to be done

* Only 65% feel that they are currently receiving good value from their AI/ML investments for observability, but
90% expect good value in the future

» Concerns about generative Al (GenAl) creating unreliable or misleading results decreased notably in the past
year (64% in 2024 to 55% in 2025)
Observability adopters are taking advantage of OpenTelemetry

* 91% of observability “experts” are evaluating or implementing OTel compared to 54% of “early-stage”
¢ 87% of those implementing OTel agree that open standards are a key initiative for their company
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Detailed findings: Observability investments continue a

growth trajectory
Investments in observability tools and expertise will confinue to increase in 2025

Observability has been a key area of investment for IT teams. In our prior survey of IT decision makers, we saw that
observability was a focus area for IT budgets in 2024, with the vast majority of leaders reporting that the budgets
for observability and monitoring were increasing faster or at the same rate as other technology investments. This
year’s data shows that investments in observability will continue in the near future. The vast majority (93%) of
executives report that they expect observability tools and expertise will continue to be a significant investment for
their IT teams.

VP and C-level executives
agree that observability tools
and expertise will continue to
be a significant investment for
the foreseeable future.

Investment plans for 2025 support this trend. Almost all (96%) IT teams say that observability spending will
increase faster or at the same rate as other technology investments. This number includes two-thirds (65%) of IT
teams reporting that their observability spending will increase this year.

Which of the following best describes your organization’s level of investment in
observability for 2025 compared to 2024?
60% :
: 52% 96% !
50% ;
40% :
: 31% :
30% .
20% :
7 ' 13% :
10% 1 '
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0% : —
H Significantly Increasing somewhat  Staying about the 1 Decreasing Decreasing
E increasing same : somewhat significantly
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Investments in observability are being made in response to the wide range of technology initiatives happening at
large enterprises, with no single factor underlying the increase in spending. Observability investments are needed
to support monitoring multi and hybrid cloud environments (62%), overall cost optimization and efficiency efforts
(60%), improving customer experience (57%), tracking SLAs/SLOs (52%), cloud migration (51%), AI/ML initiatives
(49%), app modernization (45%) and tool consolidation (43%).

Which of the following technology initiatives are driving your organization’s
investment in observability? Choose all that apply.

Monitoring multi and hybrid cloud environments _ 62%
Overall cost optimization and efficiency efforts _ 60%
Improving customer experience _ 57%
Tracking SLAs/SLOs and business objectives || EGcINcENININGTGNGNGEEEE -
Cloud migration | ;'
Al/ML (Artificial Inteligence/Machine Le arning) inifiatives _ 49%
App modernization _ 45%
Tool consolidation _ 43%

0% 10% 20% 30% 40% 50% 60% 70%
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Observability investments have a measurable impact

One of the fundamental rules of business known to any budgeting stakeholder is that it’s easier to secure funding
if you can demonstrate business value. Observability investments have met this standard, with the vast majority
(95%) of IT decision makers reporting that their teams have demonstrated measurable improvement across specific
performance metrics due to their observability investments.

Metrics that have improved include increasing automation (51%), optimization of cloud infrastructure (48%), increased
SLA compliance (46%), reduction in MTTR (45%), improved customer satisfaction (41%), and even faster release cycles
for new features (33%). Several participants took the time to write in “other” metrics that have seen improvement.
These include improved security metrics and meeting deadlines set for corporate projects. Some organizations are very
forward thinking with their metrics. One participant took the time to describe how they use observability to measure
what application teams need to help improve their app configurations and track that as a metric.

Has your organization been able to demonstrate measurable improvement across specific
performance metrics as a result of investments in observability capabilities and expertise?
Choose all that apply.

increased automation |, 517
Optimization of cloud infrasfructure _ 48%
Increased SLA compliance || NG <
rReduced MTTR forincidents || N N -
Improved customer satisfaction _ 41%
Faster feature velocity and release cycles _ 33%

Other. Please specify: . 1%

We have not been able to track any improvement in
performance metrics - 5%

0% 10% 20% 30% 40% 50% 60%
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IT leaders who have chosen to invest in observability solutions or expertise are committed to delivering the
business outcomes of their decisions. When asked about their personal opinion on business outcomes, all (100%)
had an answer. When forced to prioritize the importance of business outcomes, this group was much more likely to
gravitate to the fundamentals of the job, with operational efficiency (50%), improved reliability and uptime (50%),
and faster incident management (46%) coming in at the top of the list, far above cost containment (18%), faster
application innovation (17%), and post-mortem improvements (16%).

In your personal opinion, what are the most important business outcomes of your
company’s investment in observability?
Choose up to 2 of the following.

Operationdl efficiency | N NEGEGGNGNGEE, 507
Improved reliability and uptime | NG - -
Fasterincident management | NNNGNGNGNGNGNGNGNGNGNGNGNENEEEEEEEEEEEEEEEEEEEEEE
Cost containment | EEGTGTNGEGIGNGEG '3~
Accelerate application innovation | NN 177
Post-mortem improvements _ 16%

| have no personalinterest in observability outcomes | 0%

0% 10% 20% 30% 40% 50% 60%

Improvements in performance metrics are important, but how the results are perceived within the organization
also matters. The good news is that the value of observability has been generally recognized, with the majority
(85%) of IT decision makers agreeing that their company’s investment in observability has delivered noticeable and
measurable value.

"My company’s investment
85% in observability has delivered
obvious and measurable value.”
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Budget and costs are the top barriers to observability value

The value that is achieved from investing in observability also requires work to overcome obstacles. IT teams
consistently (97%) report barriers to achieving the full value of their investments. Issues ranged from changing
technology (37%), lack of expertise (36%), organizational barriers (36%), too many tools to use effectively (36%),
and complications when onboarding new applications (28%). “Other” barriers reported by participants included
regulatory and compliance restrictions, issues with user training, and an overwhelming need for customization.

However, the top three barriers to observability value reported by IT decision makers all had to do with money:
insufficient budget (40%) and high licensing costs (40%) are at the top of the list, followed immediately by diffi-
culties measuring ROI (39%). This is a particularly interesting finding given the data above demonstrates a strong
ability to show measurable improvement and a clear sense that observability adds value. While IT teams strongly
believe in observability, they are still constrained by a lack of resources to unlock the greatest value possible.

What barriers does your organization face in getting the most value possible from
observability investments? Choose all that apply.

Insufficient budget or resources allocated to observability _ 40%
Licensing costs limit our ability fo deploy observability as
| o N
widely as we would like
Difficulty to measure ROl or demonstrate value from
o I
observability investments
Technology is changing too fast for our observability tools _ 379
and processes ?
We lack skilled personnel and expertise in observability tools _ 36%
Organizational barriers prevent optimizing existing _ 36%
environments °
We have too many fools and teams don't agree over what
I, : 7
to deploy
Onboarding new applications is very complicated _ 28%

Other. Please specify: I 1%

There are no barriers - we are getting full value from - 3%
observ ability investments °

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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Detailed findings: The benefits of observability increase with maturity
Observability is a work in progress

Great observability practices require a strong mix of tooling, expertise, team structure, and culture. Each area
requires evolution and experimentation to get it right for a company’s technology footprint and business goals.

To understand where IT teams are in their observability journey, we asked participants to identify their maturity
level based on the following definitions:

» Expert — We have implemented a strong observability practice based on comprehensive data collection and a
modern Al-based technology ecosystem that supports our business.

« Mature — We are leveraging AIOps and already have or are considering establishing a cross-functional center of
excellence.

» In-process — We are working on more effectively utilizing modern technologies for efficiency, scale, visibility,
and root cause analysis and have fairly good visibility across our environment.

« Early-stage — Our primary source of intelligence is log data, which we are in the process of enriching and
transforming to gain better insights. We are looking to expand visibility across additional signal types: metrics,
tracing, and profiling.

The data clearly demonstrates that significant progress has been made in observability. Only 9% report that they
are still early with their adoption. However, there is still much work to be done. Only 9% of observable decision
makers characterize their practice as “expert,” while 32% described their practices as “mature.” Most organizations
(50%) are in the middle of the adoption cycle, describing themselves as “in-process.”

How would you characterize your organization's
current observability capabilities and expertise?
Choose the one answer that most closely applies.

Earlystage _ 9%

In-process 50%
mature |, :27:
Expert _ 9%

0% 10% 20% 30% 40% 50% 60%

Digging into the data, we see a potential disconnect in perceptions of maturity between management and their
staff. Among the executives in this study of IT decision makers, 13% characterized themselves as “expert,” while
only 6% said they were “early-stage.” We had asked the same question of the practitioners in a prior study. Among
the hands-on staff using observability solutions, only 7% reported they were “expert,” while 15% said they were
“early-stage.” This finding suggests that the individuals doing observability work have a more cautious assessment
of their capabilities regarding observability maturity.

© 2024 Dimensional Research.
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Mature organizations are far more likely to report benefits

As we established in the first section, companies that have embraced observability have seen business value from
their investments. When we view observability benefits through the lens of maturity, we see a clear story of com-
panies experiencing benefits even with minimal observability capabilities, while the range of benefits expands
dramatically with additional experience and investment.

If we look at all observability users, there have been benefits in multiple areas, including the ability to deploy
applications and infrastructure more quickly (71%), reduction in operational costs (71%), and a faster response to
customer issues (82%).

Is your organization able to deploy applications and infrastructure more quickly
because of your investment in observability capabilities and expertise?

No
29%

Yes
71%

Has your organization been able to reduce operational costs because of
your investment in observability capabilities and expertise?

No
29%

Yes
71%

Is your organization able to respond to customer and user issues more quickly
because of your investment in observability capabilities and expertise?

No
18%
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This gets even more interesting as we examine each benefit at different maturity levels. Different benefits emerge
early in the maturity cycle, and some appear more notably with time and experience.

The benefit most likely to appear with maturity is the ability to deploy applications and infrastructure more quickly.
Only a few observability users in the early-stage of maturity have seen improvements in deployment times (34%).
This number leaps to an impressive 81% among mature observability users and an almost ubiquitous 91% among
experts in observability.

"Deploy aplications and infrastructure more quickly"
By Observability Maturity

Expert

Mature
EYes

In-process mNo

Early-stage

Q
B

20% 40% 60% 80% 100%

Again, maturity makes a big difference in reducing operational costs. More than half (56%) of companies early
in their observability maturity report reducing operational costs, an impressive number, which increases to a
remarkable 82% among expert organizations.

"Reduce operational costs"
By Observability Maturity

Expert
Mature

mYes

In-process B No

Early-stage

Q
)

% 20% 40% 60% 80% 100%
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Interestingly, the ability to respond more quickly to customer and user issues is seen immediately but does not
evolve with maturity. Organizations report high levels of this benefit from the start, with most (80%) early-stage
companies saying they can respond to problems more quickly.

When taken together, these three areas of maturity suggest that companies are learning to monitor and identify
issues early in their observability maturity, and see immediate benefits in response times for customer issues. Then
further benefits of cost reduction and deployment speed come with additional work and investment.

"Respond to customer and user issues more quickly"
By Observability Maturity

mYes
In-process
0% 20% 40% 60% 80% 100%
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If we revisit our question on improvements across performance metrics, we see how maturity increases the ability
to demonstrate measurable improvements. Increasing SLA compliance gradually increases with maturity, where
reducing MTTR is most common among expert organizations.

Has your organization been able to demonstrate measurable improvement across specific
performance metrics as a result of investments in observability capabilities and expertise?
By Observability Maturity

58%

Optimization of cloud infrastructure

62%

Increased SLA compliance

71% mExpert
Reduced MTTR for incidents 4]746% m Mature
40% B In-process

H Early-stage

42%
. 37%
Faster feature velocity and release cycles 31%
14%

0%

We have not been able to track any improvement in
performance metrics

2%
h 6%
RN 7%

0% 10% 20% 30% 40% 50% 60% 70% 80%
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Organizations with mature observability have embraced business observability

Putting technology and business metrics together is powerful. This capability, often called business observability,
can empower executives and IT leaders to gain deeper insights into performance, dependencies, and operations’
impact on the business. For example, suppose an IT team sees that specific Kubernetes clusters going down impact
the rate of critical business transactions. In that case, the team must focus on the stability, performance, and
uptime of those clusters.

Companies with deep experience in observability are far more likely to be able to gain insights by comparing busi-
ness and operational data. Business observability is a normal activity among expert observability teams, with 64%
saying this type of correlation happens frequently. Mature observability teams can conduct business observability
(91%), although it does not occur as frequently as in expert organizations (96%). This data reinforces the findings
above that there are many additional benefits to having a more mature observability practice. While observability
delivers immediate results from an operational perspective, leveraging observability to understand business impact
requires additional experience and investment.

Is your organization able to correlate the impact of operational data
with business impact to help business stakeholders (LOB, C-suite, etc.)
make business decisions?

By Observability Maturity

B Yes, frequently
B Yes, occasionally
mNo, although we're looking at
In-process solutions
mNo, and we don’t have any
plans to invest in solutions
Eorly_s © o _
0% 20% 40% 60% 80% 100%
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Data integration shows some improvement, but progress is needed

Deep, contextual data is a core requirement for great observability. Consider the example above, where identify-
ing a connection between Kubernetes cluster health and transaction rates enabled better prioritization. This type
of correlation between business and operational data is only possible if the data around Kubernetes health and the
transaction rate data can be easily correlated.

Unfortunately, it is the norm for large organizations to report that their data exists in silos (96%) that are not
integrated. This year’s research does show that IT teams have made a slight improvement in the state of enterprise
operational and monitoring data, with only 6% reporting that they have no integration, down from 14% in 2024.
However, significant work still needs to be done, as over half (57%) continue to report that their data is mostly or
entirely siloed. Tool consolidation and open standards are potential solutions to issues with siloed data, which will
be addressed later in this report.

Which of the following statements best represents the state of your organization'’s
operational and monitoring data?
m Mostly siloed, although some data is

integrated
m Mostly infegrated, although some data is
siloed
2024 ) . .
m Completely integrated with no data silos

0% 10% 20% 30%  40%  50% 60% 70%  80%  90%  100%

m Exists in data silos with no integration
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Detailed findings: Observability leaders own responsibility for costs
Observability leaders have responsibility for costs

It is normal for managers given authority over infrastructure decisions to be held responsible for overall cost man-
agement. Observability decision makers follow this best practice, and typically (95%) report that managing costs is
a formal responsibility in their role. Cost management efforts include efforts to establish a cost-efficiency culture
(60%), collaborating with other leaders to ensure cross-department responsibility (57%), monitoring spending
against budgetary goals (50%), having cost performance outcomes as part of their personal evaluations (39%), and
setting cost management strategies (37%). “Other” responsibilities reported included balancing cost and security
needs and identifying areas of opportunity to decrease costs.

In your role, what responsibilities do you have for managing and optimizing costs
(e.g., cloud infrastructure usage costs) within your organization?
Choose all that apply.

I make specific efforts to establish a culture of cost efficiency
within my team

60%

| collaborate with other leaders to promote financial
responsibility across departments

57%

I monitor spending in our organization ensure we meet
budgetary goals

50%

39%

I am personally evaluated on cost performance outcomes

| set cost management strategies for our feam 37%

Other. Please specify: 1%

Managing costs is not a responsibility of my role . 5%

0% 10% 20% 30% 40% 50% 60% 70%
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Unsurprisingly, senior leadership roles include higher levels of responsibility for costs. Almost all (99%) executives
report having direct responsibility for cost management, compared to 90% of team managers. In contrast, team
managers are the least likely to report responsibilities for all specific types of cost management. However, these dif-
ferences are typically relatively minor and exist at high levels among decision makers, regardless of their level.

In your role, what responsibilities do you have for managing and optimizing costs
(e.g., cloud infrastructure usage costs) within your organization?
Choose all that apply.
By Job Level

| make specific efforts to establish a culture of 6(?7%
cost efficiency within my team 54% 1
| collaborate with other leaders to promote 60{7247
financial responsibility across departments 49% I
| monitor s ing i izafi 3%
pending in our organization ensure we 54%
meet budgetary goals 0% °  ecutive
44% m Director
I am personally evaluated on cost performance -% mTeam manager
outcomes
35%
48%
| set cost management strategies for our team 39%
25%

| 1%
Managing costs is not a responsibility of my role 3%

0% 10% 20% 30% 40% 50% 60% 70%

10%

Interestingly, IT leaders are most likely to identify responsibility for culture as part of their role. This response sug-
gests that managers would prefer to set standards for their teams rather than micro-manage budgetary line items,
although that is also necessary.
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Ownership of cost management requires active engagement

IT leaders who own observability decisions do not consider cost management from an “ivory tower” perspec-

tive. They take a hands-on approach. The vast majority (97%) personally take steps to monitor and manage costs
for their teams with steps like evaluating costs against expected improvements (51%), owning tool consolidation
strategies (50%), evaluating the total cost of ownership or TCO of new investments (49%), establishing and tracking
cloud usage metrics (44%), optimizing observability tool usage to stay within budgeted amounts (42%), and more.

What steps do you personally take to monitor and manage costs for your team?
Choose all that apply.

Fualuate costs aganst expected pero e N 57
improvements N
Identity and implement fool consolidation strate gies _ 50%
Carefully evaluate TCO of new investments | N RN /5%
Establish and frack metrics for cloud usage _ 44%
Optimizing observability tools usage to stay within
I 2
budgeted amounts
Optimize employee and consultant costs _ 36%
Move logs into less expensive storage (S3, BigQuery, efc. ) _ 28%

I don't personally do anything to manage costs . 3%

0% 10% 20% 30% 40% 50% 60%

Cost management is a responsibility that IT leaders take seriously, with 86% agreeing that they feel personal
responsibility for the outcomes of investments their company makes in observability.

"'| feel personally responsible for the
86% business outcomes of my company's
observability investments.”

© 2024 Dimensional Research.
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Tool consolidation comes with conflicting priorities for IT leadership

The core idea of tool consolidation for reducing costs is compelling; simply identify areas of overlap in the tool-
set and eliminate things you are paying for twice. IT teams often have tool consolidation initiatives. As we saw
above, half (50%) of IT decision makers responsible for observability are personally responsible for identifying and
managing tool consolidation strategies as part of their cost management efforts, and tool consolidation is driving
observability investments for 43% of companies. This research shows the number of companies looking to stream-
line and consolidate their observability and monitoring tools (79%) is increasing (up from 74% in the prior year).

Is your organization trying to consolidate
observability and monitoring tools?

mYes

®No
2024

0% 20% 40% 60% 80% 100%

However, we know that tool consolidation isn’t easy. Strategically and philosophically, consolidation may be
the right goal for IT leaders, but day-to-day operations and organizational preferences can make it very hard to
implement.

To try to make sense of conflicting priorities. We asked about organizational philosophies on tools. We did find a
preference for minimizing the observability toolset (65%), but there remains a strong minority who prefer best-of-
breed, even at the expense of additional resources (35%).

Which of the following best represents your organization’s philosophy towards
observability and monitoring tool investments?

We want a wide selection of
best-of-breed tools, even if that
means additional effort to learn

and manage
35%

We want to minimize our
toolset to simplify
management and reduce
costs, even if we miss out on a
few innovative capabilities
65%
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It is surprising that there is no obvious and distinct alignment between companies consolidating their observability
toolsets and those with a philosophy of minimizing the toolset. While consolidators have a slightly stronger philos-
ophy of minimizing toolsets, a solid 34% preferred best-of-breed solutions despite their stated consolidation efforts.

Which of the following best represents your organization’s philosophy towards
observability and monitoring tool investments?
By Consolidation Efforts

B We want to minimize our toolset to
simplify management and reduce costs,
even if we miss out on a few innovative
capabiliies

Yes - Consolidating

® We want a wide selection of best-of-
breed fools, even if that means

No - Not consolidating additional effort to learn and manage

0% 20% 40% 60% 80% 100%

The data also shows a disconnect between managers who are much more likely to want to minimize their toolset
(74%), while executives are much more likely to say their philosophy leans towards the extra effort needed for best

of breed (42%).
Which of the following best represents your organization’s philosophy towards
observability and monitoring tool investments?
By Job Level

Executive

B We want to minimize our toolset to

simplify management andreduce

costs, even if we miss out on a few

innovative capabilities

Director

B We want a wide selection of best-of-
breed tools, even if that means
additional effort to learn and manage

Team manager

0% 20% 40% 60% 80% 100%

With these mixed messages, it is no wonder that consolidation is hard! IT decision makers pursuing a tools consoli-
dation initiative will need to be sensitive to this kind of nuanced pressure. We hope to examine these conflicting
goals in more detail in a future research project.
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Detailed findings: Observability outcomes will benefit from Al/ML

innovations

Observability teams can benefit from a range of Al/ML capabilities

Artificial intelligence (AI) and machine learning (ML) are a natural fit for observability. These technologies can
easily bring huge amounts of data together to solve problems that are difficult to do using manual methods or tra-
ditional data management and analysis solutions.

IT decision makers have a very clear view of the types of observability use cases that would benefit from innova-
tion using AI/ML. The most popular capability that decision makers say would help their efforts is the automated
correlation of logs, metrics, and traces, with almost three-quarters (72%) indicating their company would find
value in this capability. Observability stakeholders are also interested in AI/ML solutions for root cause analysis
(62%), machine learning-based analytics (58%), GenAl-based assistants to guide their efforts (49%), and Al help in
onboarding or ingesting new applications (46%).

Would your organization benefit from any of the following Al/ML
capabilities for observability? Choose all that apply.

Automated correlation of logs, metrics, and traces _ 72%
Root cause analysis _ 62%
Machine learning-based analytics _ 58%
Generative Al-based assistant _ 49%
Al-assisted automated onboarding _ 46%

None of these would have value I 3%

0% 10% 20% 30% 40% 50% 60% 70% 80%
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Decision makers expect more from Al/ML in the future
IT decision makers do want additional capabilities, but we should not dismiss the existing value that companies are

already getting from AI/ML for observability

Most companies (91%) already use this technology in their observability practice. A remarkable 89% of observability
teams see value in using AI/ML, including 65% who characterize their organization as receiving “high” or “medium”
value. While those results are good, they are expected to improve in the future as technology and processes evolve,
with the number of observability stakeholders expected to see “high” or “medium” value from AI/ML jumping to 90%.

In your experience, what value does your team In your opinion, what value do you expect your
CURRENTLY see from using Al/ML for observability? team to see from using Al/ML for observability in
the FUTURE as technology and processes evolve?

m High value
Current value o

B Medium value
Hlow value

mNo value

2% ® We do not use/plan to use
Al/ML for observability

Future value

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

When we asked our audience of observability decision makers about AI’s potential, we saw a similar reaction. The
vast majority (94%) agreed that Al has potential but work remains to identify the most valuable specific use cases.

"Al has tremendous potential for observability,
94% but we're still figuring out the use cases that will
deliver the most value.”
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Concerns about GenAl are slowly dropping

One of the very positive trends we have seen in the past year is that IT decision makers have addressed some of
their concerns about GenAl. We asked the same question about concerns about GenAl for observability in last year’s
survey and this year’s, and we found that the level of concern reported dropped for most issues.

Most interestingly, concerns about the potential for unreliable or misleading results dropped from 64% in 2024 to
just 55% in 2025! Of course, there is still a long way to go before teams fully trust the accuracy of AI/ML results, but
the trend appears to be moving toward increasing confidence and less fear of worst-case scenarios.

What concerns do you have about embracing generative Al as part of your
organization’s observability capabilities and expertise?
Choose all that apply.

Privacy and security risks of fraining the Almodel with 61%
intemnal data 63%

Lack of technical skills to effectively implement 4%
59%
. 37% m 2024
Staffing impacts as existing feams will need to be 36%
completely restructured 34%

| don't have any concerns about generative Al for 4%
observability 3%

0% 10% 20% 30% 40% 50% 60% 70%
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Detailed findings: Observability adopters are taking advantage of

Openlelemetry
Observability decision makers are investigating OpenTelemetry, but it is still early

OpenTelemetry, a CNCF project sometimes called OTel, is an observability framework and toolkit designed to create
and manage telemetry data such as traces, metrics, and logs. OpenTelemetry is tool agnostic and focused on open
standards that allow it to be used with any observability solution that supports OTel. Our findings demonstrate
that there is already significant interest in OpenTelemetry, with three-quarters (76%) reporting activity with OTel.
However, there is work to be done as only 6% report that they are already in production with their initiative.

Larger companies are more likely to be actively working with OTel. Among companies with more than 20,000
employees, 83% are actively evaluating or implementing OTel, including 11% in production. The smaller
companies in our study, those with 500 to 1,000 employees, reported lower levels of adoption, with just 61%
evaluating or implementing OTel and none (0%) in production.

How would you characterize your organization’s adoption of OpenTelemetry
(the CNCF project also referred to as OTel)?
By Company Size

More than 20,000 employees

m Already in production

5,000 - 20,000 employees . . . .
B Experimenting, but notin production

m Evaluating opfions
1,000 - 5,000 employees m Not inferested

m Not familiar with OpenTelemetry
500 -1,000 employees

0% 20% 40% 60% 80% 100%
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OpenTelemetry adoption is tfracking the observability maturity curve

Companies with a more advanced observability practice appear to be more aware of OTel’s potential benefits. This
study’s data shows a clear correlation between a company’s maturity with observability and its adoption of OTel.
Companies that characterize their observability maturity as “expert” are usually experimenting with or in produc-
tion with OTel (80%), far more than the 14% of “early-stage” observability companies that are at the same point

with OTel adoption.
Observability Adoption of
Maturity OpenTelemetry
Expe” — - A‘ready " prOdUCTion
| Experimenting, but notin
e — prOdUCTion

m Evaluating options

In-process
| Noft interested
m Not familiar with

Earlystage OpenTelemetry

0% 20% 40% 60% 80% 100%

Companies experimenting with OpenTelemetry are bullish about the potential for open standards. The majority
(87%) of IT decision makers who have OTel in production or are experimenting with it agree that open standards
are a key initiative for their companies.

Open standards are a key initiative for
companies implementing OTel.

87%

© 2024 Dimensional Research.

.di ional h. .
www.dimensionalresearch.com All Rights Reserved.




LANDSCAPE OF OBSERVABILITY IN 2025: P
FUTUREPROOFING IT NF

OTel adopters considering a variety of distribution options

Multiple OTel distribution options are available, each with its strengths and weaknesses. One option is the CNCF’s
“vanilla” distributions, which are readily available and vendor-neutral. Another option is to build custom OTel dis-
tributions to meet organizational needs. A final option is OTel distributions from commercial vendors with specific
capabilities, enterprise features, and support.

This research shows that OTel adopters are split on what kinds of distributions are ideal. Custom distributions are
used most frequently, but vendor-sourced distributions and the CNCF distribution are also strongly used. The data
shows a difference in distribution approaches among companies that are more mature with OTel and companies
still evaluating options. The IT teams in the evaluation phase with OTel are much more likely to consider vendor-
sourced distributions (52% vs. 35% of those using or experimenting). Companies that have moved to implement
OTel are more likely to use custom distributions (64% vs. 52% of evaluators) or the vanilla distribution from the
CNCF (54% vs. 39% of those evaluating).

This data paints a picture of an evolving and shifting landscape for OTel distributions. We’ll be curious to see how
this progresses as companies mature with their adoption of OTel.

What types of OTel distributions is your organization planning to use?
By Adoption of OpenTelemetry

64%
Custom distributions that we built internally

52%

Vanilla, vendor-neutral OpenTelemetry 54% - s imenti
° m Evaluating
35%
Vendor sourced distributions
52%

0% 10% 20% 30% 40% 50% 60% 70%

n =76%, using or evaluating OTel
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Survey Methodology and Participant Demographics

Independent sources of IT leaders were invited to participate in an online survey. A total of 509 qualified individuals
completed the survey. All participants had decision making responsibility for observability solutions at a company
with more than 500 employees in an IT leadership role that included DevOps, SRE, IT Operations, or Engineering
functions. Participants represented a range of regions, company sizes, and industries. Certain questions were repeated
from a prior survey of observability IT decision makers conducted with a similar audience in 2024, as well as a sepa-
rate survey of observability practitioners. Options in graphs may not add up to exactly 100% because of rounding.

Job Level

Team manager

Executive (VP or
C-level)

More than 20,000

Company Size

500 -1,000
employees
1%

45%

Engineering
10%

IT or Cloud Operations

34% employees
27% 27%
1,000 - 5,000
Director-level 5,000 - 20,000 employees
manager employees 36%
38% 26%
Role Region
DevOps APAC
7%
SRE
P N 10%
Leadership with responsibility EMEA
for multiple areas
5 17% AMER

27%

74%

Industry

. | 57,
. | 57,
. 137,
I | | 7

Technology - Software
Financial Services and Insurance
Hedlthcare

Manufacturing

Services
Telecommunications
Technology - Other
Education

Retail

Energy and Utilities
Govermnment

Food and Beverage
Transportation
Media

Non-profit

Other

0%

I 7,
I | 7
I 7
I 67,
I 57
. 47,

I 37,

I 27,
I 27,
7
.| 1%
VA

2% 4% 6%

8% 10%

12% 14% 16% 18%
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About Dimensional Research

Dimensional Research® provides practical market research for technology companies. We partner with our clients
to deliver actionable information that reduces risks, increases customer satisfaction, and grows the business. Our
researchers are experts in the applications, devices, and infrastructure used by modern businesses and their customers.

For more information, visit www.dimensionalresearch.com.

About Elastic

Elastic, the Search Al Company, enables everyone to find the answers they need in real time, using all their data at
scale — unleashing the potential of businesses and people. The Elastic Search Al Platform, used by more than 50%
of the Fortune 500, brings together the precision of search and the intelligence of Al to enable everyone to acceler-
ate the results that matter. By taking advantage of all structured and unstructured data — securing and protecting
private information more effectively — Elastic’s complete, cloud-based solutions for search, security, and observ-
ability help organizations deliver on the promise of Al. Learn more at Elastic.co.
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